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Security Testing

Test tools required have been developed by Dosch&Amand and Bithium:
• Step A:

• DA1220-B31: to test the cases for the security features from the original EN 300 444 GAP 
specification

• DA1220-B32: to test the cases for the EN 300 444 N.35 features

• Step B:
• DA1220-B36: to test the cases for the EN 300 444 N.35 features but with DSAA2 algorithm

• Step C:
• Compliance is verified by using the Security Step C (SSC) tester in development by Bithium



DECT Forum website

• We will continue to use the same logo

• Proposal is to add a column to indicate certification level: A or B&C
• Nemko will carry out the security certification testing
• The program aims to be launched before year end
• More details about the process, costs etc. will be communicated to all the 

members well in time before the launch
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Security Step A

Precondition is compliance with security features in the original EN 300 444 GAP specification, below test cases 
defined in EN 300 494-2 (for the PT) and EN 300 494-3 (for the FT).



Security Step A

Added to the original EN 300 444 GAP specification as feature N.35, below test cases defined in TS 102 841



Security Step B

Added to the original EN 300 444 GAP specification as feature N.36. No new test cases were defined but compliance 
is tested using same test cases as for Step A with DSAA2 as algorithm.



Security Step B

• There has been discussion about the need to re-test also the original GAP security features with DSAA2
• Neither specific test cases nor tester are available for this
• Current understanding is though that these cases are either covered implicitly by the tests from the previous 

slide or they are not relevant
• Therefore the CWG considers that it is acceptable to not run the below test cases with DSAA2 provided that they 

have actually been run for Step A in DSAA mode


